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Safe Use of Digital Technologies and Online 
Environments Policy and Procedures 
 
Regulatory Requirements 
In accordance with the Education and Care Services National Regulations, approved 
providers must ensure that comprehensive policies and procedures are established for the 
safe use of digital technologies and online environments within their service (regulation 168). 
Providers must also take reasonable steps to ensure these policies and procedures are 
consistently and effectively implemented (regulation 170). 
 

1. Practice Principles 
 
This document relates to the preschool service operated by St Joseph’s School Port Lincoln 
(“the Preschool”).  

The use of digital technologies and online environments is part of the educational program, 
and can enrich children’s learning experiences in Early Years services. The Preschool 
prioritises the health, safety, and wellbeing of all children and adults at all times. 

It is essential that we prioritise the safety and wellbeing of all children, particularly when they 
use digital devices and access online technologies. To this end, we are committed to 
implementing effective risk management strategies, ensuring that every educator is 
equipped with the knowledge and skills to practise child-safe approaches. Children will be 
meaningfully engaged in decisions regarding the use of digital technology, including whether 
and how images or videos of them are captured or shared - by either adults or other 
children. 

Catholic Education South Australia (“CESA”) is committed to ensuring the safety, wellbeing 
and dignity of all children and young people. 

2. Background [National Law 167; Regulations 12, 85, 90, 168 and 170] 
 
In accordance with Education and Care Services National Regulation 168 and 170, we are 
committed to ensuring that the policy and procedure foster the safe and responsible use of 
technologies and online environments at the Preschool. Our policy and procedure provide 
clear and practical guidelines to support safe practices which include: 

• The taking, use, storage, and secure destruction of images and videos of children 
while they are being educated and cared for by the service.  

• Obtaining an explicit written authorisation from parents or guardians before capturing, 
using, or storing images and videos of children during their time at the service.  
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• The appropriate use of any optical surveillance devices, such as closed-circuit 
television (CCTV), within the service, and adherence to the CESA CCTV Video and 
Audio Surveillance Policy as well as the School’s individual policy and procedures. 

• The use, management, and security of any digital device issued by the service. 
• The use and storage of personal devices when staff are actively working with 

children. 
In this document “staff” means any person working directly with children at the Preschool, 
including as: 

• an employee of CESA, the Catholic Diocese of Port Pirie or the School;  
• a student or pre-service educator,  
• a contractor; or  
• a volunteer. 

 

3. Procedure Detail  
 

When providing opportunities for children to interact with digital technologies there are many 
points to consider, such as time spent using technology, use, privacy, the appropriateness of 
content, how the use of technology may be incorporated into the educational program, and 
how such technologies can best support each child’s learning journey. The use of digital 
technologies is optional and should be tailored to complement - not replace - traditional 
pedagogical practices. As noted by ACECQA, (‘Using digital touch technologies to support 
children’s learning’), these tools should serve to enrich current educational approaches 
rather than replace them. As such, the only time children at the Preschool engage with or 
use digital technology is when an educator is using it for educational purposes, and it is 
displayed on the main screen under the educator’s control. Children do not use digital 
technology by themselves. 
 
Digital documentation is another valuable tool used by our service to make children’s 
learning visible to their families. However, we remain conscious of the need to respect the 
dignity and rights of every child, and to critically reflect on the presence or absence of the 
child’s voice in documentation. We ask ourselves: How can we ensure that image capturing 
is intentional, child-centred, and supportive of high-quality educational practice and 
meaningful family engagement? At the Preschool we also use email, hard copy paperwork 
and face-to-face conversations to document children’s learning and communicate with their 
families. 
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Use of digital devices – Personal and Service Issued (Section 167, reg 84) 

Personal devices  

• For the purposes of this document, “personal device” means a device that is 
capable of: 

o capturing a video or image (for example, a phone, tablet computer, camera or 
smartwatch); or 

o storing or transmitting a video or image (for example, a USB drive, memory 
card or hard drive) 

but does not include such a device issued or authorised by the School to be used 
exclusively for providing education and care to children at the Preschool (referred to 
in this document as a “service device”). 

• Staff must not have a personal device in their possession or under their control while 
working directly with children, unless:  

o prior written authorisation has been given by the Nominated Supervisor 
and/or Director/Coordinator for a reason permitted by law (such as medical or 
carer requirements); or 

o the National Law or National Regulations provide an exception, such as on a 
Preschool excursion or when the Preschool is transporting children. 

• The Personal Device Exemption Application form must be completed by staff and be 
approved by leadership before the staff member can carry their personal device with 
them whilst working with children. 

• Staff must not use personal devices while working directly with children. 

• In particular, staff must not capture images of children, whether real life, video, or 
photos on a personal device at any time at the service or on an excursion. 

• Parents and visitors should not use their own devices within the service to take 
images or videos (though an exception may be made for parents to take a photo of 
their own child at graduation or other award ceremonies). Parents and visitors must 
not take photos or videos of other children at any time.  

• Should parents or visitors need to use their own device for any reason, it is requested 
they exit the Preschool learning environment. 

• Staff and volunteers may only use personal devices during break times in non-
childcare areas of the Preschool; for example, the reception area, back office or staff 
room. 
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Service Devices 
• Service devices such as mobile phones, cameras and tablets can be used to take 

photos of children, the service, artwork, and children’s programs if previous 
authorisation has been collected from the parent specifying what the photos may be 
used for. 

• Service devices should stay at the service unless taken on an excursion where safety 
protocols must be developed and followed. If service devices are to be taken home to 
work on, staff must follow CESA requirements and special processes must be in 
place and permission must be obtained from the Nominated Supervisor.  

• Photos and/or videos are only to be downloaded from the service device for 
uploading to the child’s digital file, the service program evaluation, and/or for display. 
Images are not to be placed on USBs to take home and work on. 

• Service devices (particularly those used by children) should be checked at the end of 
the session to ensure that pictures/photos are appropriate. Photos/content should be 
saved in files on the service device at the end of each week with a check done once 
a month to remove all images that are no longer required. 

• Service devices must meet Mobile Device Management requirements and be 
password protected. 

• Devices should only be used by children when there is adequate supervision. No 
devices should ever be taken into bathrooms or other spaces where the child cannot 
be seen. 

• Staff should ask children permission before taking photos of them. 

• All children should be involved in discussions around online and digital safety. 

• All service devices are registered on a log and a record is kept regarding use and 
checking of images. 

• Service devices have been checked by school ICT with appropriate online 
permissions set before use. 

 
Devices used by visiting specialists such as Allied Health workers. 

• The service will have identified processes and procedures that ensure that visiting 
staff from other organisations agree to use ‘professional devices’ only, when working 
with children at the service. 

• These professional devices should not include mobile phones but could include 
tablets that have been issued by their organisation. 

• A statement/agreement of use should be developed and signed by all parties 
involved stating how the device can be used and limitations, for example no images 
of children to be taken. 
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• All service staff are reminded that any children working with specialists at the service 
are still required to be actively supervised by service educators.  

 
Risk Assessment  
As part of the program, Educators will develop risk assessments with children regarding the 
use of digital technology and online environments. Within this risk assessment, Educators 
will discuss: 

• Online safety, including steps for notifying Educators of anything unsafe or 
inappropriate on the device when they use it. 

• Environments in which to use the devices. 

• Discussion around photos of each other and permissions. 

• Respecting individual wants and boundaries. 

• Time limits, turn taking, and sharing service devices. 
Risk Assessments for movement between services, excursions and the like should address 
the safe use of digital devices. 
 

Use, storage and destruction of images and videos of children being educated and 
cared for by the Preschool and Authorisations (Section 162A and reg 84) 

• Parent/Guardian written authorisation must be given before photos of children are 
taken and/or shared within or outside of the service. A written authorisation need only 
be given once, and remains valid until it is altered or revoked by the parent/guardian. 

• All efforts will be made to ensure that children without authorisation are not in photos 
of groups or play experiences.  If a photo has been taken of a child with no 
authorisation, either the photo will be deleted or the relevant child’s face will be 
obscured so that the child is not recognisable. 

• Photos of children may only be used for what the parents have approved as acceptable 
use. For example, a parent may be happy for their child’s photo to be shared with them 
via their child’s learning portfolio but may not have given permission for the child’s 
photo to be used in advertising material. 

• All electronic/digital devices must be stored securely onsite when the service is closed. 

• At the end of each week, the Responsible Person will check all images stored on the 
device for that week. If any inappropriate images are found, the device will be marked 
as not for use until after an investigation into the images is completed. Any incidents 
are to be reported to the Nominated Supervisor - see “Responding to inappropriate 
use of digital technology” later in this document. 
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• At the end of each month, the Responsible Person at the service will go through each 
digital device and check all images that have been taken/stored. At this point, all 
images for that month will either be marked as ‘to keep’ for planning/observation 
purposes or will be destroyed. 

• Photos and videos of children may be uploaded to parents via the Seesaw app for 
documentation purposes. Children’s views may be sought as to which photos or videos 
they want to send as part of the documentation. 

 
Physical Environment (Reg 115) 
Devices capable of recording images or videos (whether personal or service-issued) must 
never be used by children, staff or others in the bathroom or toilet facilities at the Preschool. 
 
Adequate Supervision (Section 165 and 167, reg 122) 
Supervision procedures that support the appropriate use of service digital devices by both 
children and adults include: 

• Communicating with other staff who will be using a digital device and for what reason. 
• Having specific staff rostered to ‘supervise’ or ‘support’ children in the use of digital 

devices; this may differ if at a homework table or out in the environment capturing 
photos of bees. 

• Ensuring that all relief staff are aware of the supervision requirements around the use 
of digital devices. 

 
Considerations for active supervision: 
Supervising children when they use digital devices, particularly when accessing an online 
environment, is very important to keep them safe. Even if an adult is in the same room, they 
need to actively supervise the child.  

Active supervision requires more than simply being present in the same room - it involves 
vigilant, intentional engagement with children as they interact with digital devices. Educators 
must position themselves so that they can observe screens directly, monitor children’s online 
activities, and respond promptly to any signs of unsafe behaviour or distress. Open 
communication with children about their experiences online fosters trust and encourages 
them to seek help when needed. 

By prioritising proactive supervision, educators can reduce the risk of exposure to harmful 
content, accidental sharing of private information, or interactions with unsafe individuals. 
This approach not only addresses potential hazards but also promotes digital literacy and 
empowers children to make safer choices in digital environments. 
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Potential risks associated with digital device use include: 

• Uploading private information or images 
• Engaging with inappropriate content, either inadvertently or intentionally 
• Making in-app purchases 
• Interacting with unsafe individuals 

 
Active supervision is essential in minimising these risks. It enables Educators to intervene 
swiftly if issues arise and fosters a supportive environment where children feel comfortable 
disclosing concerns or seeking help. This approach encourages safe and appropriate use of 
online programs, apps, and digital resources, allowing children to learn without fear of 
punishment or reprisal. 
 
Establishing designated areas for digital device usage, visible to staff and structured to 
minimise opportunities for unsupervised online activity, can help ensure all children are 
adequately monitored.  
 
NOTE: Effective supervision relies on several factors:  
• Physical environment: The intentional design and maintenance of the premises play a 

critical role (Regulation 115) in facilitating visibility and safe oversight. 
• Educator practices: Active and attentive supervision by Educators (Section 165) ensures 

children’s activities - both offline and online - are appropriately monitored. 
• Ratios: Maintaining required Educator-to-child ratios (Section 169, Regulations 122–

124). 

 
Responding to inappropriate use of digital technology (Section 167, Reg 170, 176) 
Our commitment to a child-safe environment extends to digital technologies and online 
spaces. All children attending our service are supported to interact with these technologies 
safely, as part of our broader child protection culture. 
 
At the Preschool, our Educators, volunteers, and students take all reasonable precautions 
and implement robust supervision practices to protect children from harm that could arise 
from digital technology and online environments. 
 
When an inappropriate use of digital technology or online environment is observed or 
reported/ disclosed, the Responsible Person will immediately remove the digital device in 
question and notify the Nominated Supervisor without delay. 
 
Should an incident occur, the Nominated Supervisor, together with the Responsible Person 
and the School Performance Leader, will promptly initiate a thorough investigation. This 
process will adhere to the ‘Responding to Online Safety Incidents in South Australian 
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Schools’ and ‘Protective Practices for Staff in Their Interactions with Children and Young 
People’ protocols, ensuring all actions are both appropriate and consistent.  
 
The collaborative process also involves the school's ICT team and the Early Years 
Compliance Officer to ensure a consistent, thorough, and child-centred response that 
maintains a safe environment for all children. 
 
National Model Code 
We recognise the importance of the National Model Code regarding the use of images and 
videos of children within early education and care settings and are committed to upholding 
its principles.  
 
In line with the National Model Code, all SACCS Early Childhood Education and Care 
Services including Occasional Care will require personal devices that can take images or 
videos (such as tablets, phones, cameras, some smartwatches) and personal storage and 
file transfer media (such as SD cards, USB drives, hard drives, and cloud storage) not be in 
the possession of any person while providing education and care and working directly with 
children. Any exceptions to this must be for limited, essential purposes that are authorised in 
writing (or through other means if written authorisation is not reasonably practicable) by the 
approved provider at the service, and where that access does not impede the active 
supervision of children.  
 
Essential purposes for which use and/or possession of a personal device may be authorised 
for purposes other than taking images or recording videos of children include:  
• Communication in an emergency situation involving a lost child, injury to child or staff 

member or other serious incident, or in the case of a lockdown or evacuation of the 
service premises.  

• Personal health requirements, e.g. heart or blood sugar level monitoring.  
• Disability e.g. where a personal device is an essential means of communication for an 

Educator or other staff member.  
• Family necessity e.g. a worker with an ill or dying family member.  
• Technology failure e.g. when a temporary outage of service-issued electronic devices has 

occurred.  
• Local emergency event occurring, to receive emergency notifications through government 

warning systems e.g. bushfire evacuation text notification. 

For further information on the national Model Code, you can go to National Model Code 
Taking Images and Videos 

 

https://www.acecqa.gov.au/sites/default/files/2024-07/National%20Model%20Code%20Taking%20Images%20and%20Videos.pdf
https://www.acecqa.gov.au/sites/default/files/2024-07/National%20Model%20Code%20Taking%20Images%20and%20Videos.pdf


 

 

Approval Date: 19 February 2026   Review Date: 18 February 2031     Page | 9 

Social Media 
Some Early Years settings use social media to communicate with families. Some platforms – 
if used appropriately through secure, closed groups - enable services to share insights into 
each child’s day and foster a closer connection between Educators and parents. As with 
many things, there are benefits and risks associated with the use of social media. 
 
At the Preschool, we use an application called Seesaw to keep our families informed and 
connected. We use it sparingly, preferring to focus our time and attention of engaging with 
children in person. To ensure the safety and privacy of our community, we have 
implemented robust risk mitigation strategies and adhere closely to the CESA Social Media 
Guidelines. 
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Roles and Responsibilities  
Roles  Responsibilities  
  
CESA • Ensure full compliance with the Education and Care Services National Law and 

National Regulations. 

• Ensure the effective implementation of the Safe Use of Digital Technologies and Online 
Environments Policy and Procedures, complete all required risk assessments and 
action plans, and diligently address identified actions to minimise risks to children’s 
health and safety. 

• Foster a culture of child safety and wellbeing that underpins all aspects of the service’s 
operations, including online learning environments, in order to minimise risks to 
children - particularly the risk of abuse. 

• Ensure the responsible and secure use of digital technologies, such as smart toys and 
online platforms, within the service. 

• Require nominated supervisors, educators, and staff to consistently implement 
practices that are aligned with the National Model Code and the service’s child-safe 
protocols regarding the use of electronic and digital devices for capturing images or 
videos of children. 

• Maintain policies and procedures that advance equity and promote respect for diversity, 
supporting the safety and wellbeing of all children and young people. 

• Take reasonable measures to ensure Nominated Supervisors, Educators, and staff 
adhere to the Safe Use of Digital Technologies and Online Environments Policy and 
Procedures. 

• Guarantee that copies of these policies and procedures are readily accessible to 
Nominated Supervisors, Coordinators, Educators, staff, and families, and are always 
available for inspection. 

• Provide families with a minimum of 14 days’ notice before implementing any changes 
to the policy or procedures that would: 

o Affect the fees charged or the method of collection, 
o Have a significant impact on the service’s education and care of children, or 
o Substantially affect the family’s ability to access and utilise the service. 

Principal/ 
Director 

• Implement the Safe Use of Digital Technologies and Online Environments Policy and 
Procedures, ensuring that all risk assessment plans for individual children are 
established and effectively executed. 

• Ensure all staff understand and practise active supervision of children when they are 
using digital technologies. 
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• Maintain appropriate staff-to-child ratios to guarantee adequate supervision at all times. 
• Ensure every Educator and staff member is aware of how and where to access the 

Safe Use of Digital Technologies and Online Environments Policy and Procedures. 
• Engage in ongoing communication with educators and staff about their responsibilities 

and keep them informed of any updates to policies, procedures, or legislation - 
particularly as digital technologies continue to evolve. 

• Foster a culture of child safety and wellbeing within the service, supporting educators 
and staff to uphold these values when using digital technologies and online learning 
environments. 

• Support educators and staff to understand the National Model Code and to manage the 
use of electronic and digital devices, including setting and communicating expectations 
around both personal and service-issued devices. 

• Collaborate with relevant services and professionals, when necessary, to support 
children's access, inclusion, and participation in the program - ensuring their safe and 
equitable use of online learning environments. 

Educators/ 
Staff/ 
Volunteers 

• Ensure the effective implementation of the Safe Use of Digital Technologies and Online 
Environments Policy and Procedures and diligently follow through with any action plans 
tailored for individual children. 

• Uphold and actively promote the service’s culture of child safety and wellbeing, 
especially when supporting children’s access to digital technologies and online learning 
environments. 

• Know the individual needs and action plans for the children in your care and understand 
how they relate to the safe use of digital technologies and online environments. 

• Consistently provide active supervision whenever children are engaged with digital 
technologies, carefully monitoring their activity and maintaining appropriate staff-to-child 
ratios at all times. 

• Skilfully recognise and respond to children and young people’s discussions about digital 
technologies and online environments, taking into account their diverse backgrounds, 
needs, and interests. 

• Empower children and young people to participate in decision-making on matters that 
affect them, particularly regarding their safety and wellbeing when using digital 
technologies and online environments at the service. 

• Develop a comprehensive understanding of the National Model Code and the service’s 
expectations concerning the use of both personal and service-issued devices. Seek 
guidance from the Nominated Supervisor or approved provider whenever needed. 
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Supporting Information 
 

Responding to online safety incidents in South Australian Schools 

Early Childhood Australia Statement on young children and digital technologies - Early 
Childhood Australia 

Digital technology in educational program and practice | ACECQA 

National Principles for Child Safe Organisations: Checklist for online safety 

Six reasonable steps to ensure staff follow policies and procedures 

Taking Images or Videos of children while Providing Early Childhood Education and Care  

CESA ICT Acceptable Use Guidelines 

CESA Social Media Guidelines 

Checklist-for-early-learning-services.pdf 

Online safety | eSafety Commissioner 

Appropriate Storage and Use of Digital devices 
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